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Brief PointsThis policy brief highlights the 
political dimension of public risk 
communication and its ethical 
implications. First, the phenomenon 
of national risk assessments is 
introduced. Then, some of their 
political effects are outlined, 
with an emphasis on unintended 
consequences. On this basis, three 
ethical questions are raised for 
policymakers responsible for the 
communication of national risk 
assessments. Finally, as an example 
of how the questions might be 
answered, a framework for a new 
national risk management website in 
Norway is proposed.
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• National risk assessments provide 
a comprehensive picture of the 
risks facing a country, as seen from 
the perspective of designated state 
agencies.

• The perception of risk relates to 
political opinion, and the assessment 
of risk is a source of political 
controversy.

• The public communication of 
national risk assessments is therefore 
a political undertaking, which 
requires critical attention to its 
foundations and effects.

• New digital media and 
communication limit the control 
by state authorities of public risk 
perception, while reinforcing the 
rationale of communicating national 
risk assessments.

Kristoffer Lidén Peace Research Institute Oslo (PRIO)
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A Risky Business

The disparity between the perceived and actual 
risk of terrorism in Europe highlights the need 
for accessible, credible and comprehensive infor-
mation on threats to society. Rather than ignor-
ing the risk perceptions of the population in the 
name of secrecy, state authorities increasingly 
strive to share their risk assessments with the 
citizens through public risk communication.

Yet, risk communication is a risky business. It 
has the appearance of scientific objectivity, but it 
relies on the biases of institutions and the sub-
jectivity of experts. For instance, the threat of ter-
rorism can be addressed as a problem of military 
aggression, crime, religion, immigration, mental 
health, social exclusion, deprivation etc. The eval-
uation of these dimensions is not only politically 
contentious, but it also divides experts within 
and across professions and scientific disciplines.

National Risk Assessments

National risk assessments form the backbone of 
public risk communication in a growing num-
ber of countries around the world. Their scope 
and format nonetheless vary significantly be-
tween countries. Based on traditions of internal 
risk communication, they often reflect the exist-
ing institutional setup and political procedures 
of the countries in the fields of national security 
and civil protection. While the assessments are 
publicly available, they primarily address civil 
servants, private corporations and the media.

The diversification of traditional media and 
the dramatic proliferation of new social me-
dia represent momentous challenges for public 
risk communication. Meanwhile, this situation 
makes national risk assessments stand out as an 
authoritative corrective due to their official and 
scientific status. Moreover, social media is also 
an opportunity for more effective risk commu-
nication, partly by allowing for more interaction 
between the authorities and the public. This 
means that risk assessments ought to be pre-
sented in ways that are conducive to a new digi-
tal media landscape. National risk assessments 
currently tend to come in the form of reports, 
which are not suitable for sharing through so-
cial media. However, there are examples of how 
such reports can be made more accessible on-
line by presenting key elements on a website, 
such as the Global Risks Report of the World 
Economic Forum and the Fokus website of the 

Norwegian Intelligence Service. In general, sur-
prisingly little is invested in the visual profiles 
of risk assessments, apart from the standard fig-
ure where risks are compared (see illustration 
1). The Norwegian National Risk Analysis 2014 
is a notable exception, presenting each risk sce-
nario in an illustrative table.

Usually, national risk assessments present select-
ed risks across the domains of natural disasters, 
accidents and malicious attacks. When evaluated 
in terms of likelihood and severity, they involve 
an element of comparison. This may assist au-
thorities and corporations in their priorities of 
risk management, yet it is also a source of confu-
sion and controversy because the comparisons 
cover such diverse risks and are evaluated accord-
ing to highly complex models and assumptions.

Examples from the UK, Netherlands, 
Ireland, World Economic Forum and 
Norway

To mention a few prominent examples of na-
tional risk assessments:

• The UK National Risk Register of Civil 
Emergencies includes an expanding range 
of risks, like sun storms, air pollution and 
pandemic animal diseases.

• The most thorough national risk 
assessment is probably the ‘all hazards’ 
Dutch National Risk Profile, which includes 

national security concerns like raw material 
scarcity and international power shifts.

• In Ireland, the category of risks in the 
National Risk Assessment is even broader, 
in effect overlapping with major fields of 
state governance. Here, ‘strategic risks’ are 
grouped under the headings of geopolitical, 
economic, social, environmental and 
technological risks.

The latest Irish assessments are inspired by 
the Global Risk Report of the World Economic 
Forum, which combines disaster risks with 
risks like unemployment and financial crisis.

Since 2015, the European Union requires all 
member states to submit national risk assess-
ments and report on their risk management 
procedures. Based on these, an overview report 
of the most important disaster risks shared 
by European countries is published by the 
European Commission.

In Norway, four partly overlapping public na-
tional risk assessments are produced. The 
Norwegian Directorate for Civil Protection (DSB) 
focuses on disaster risk scenarios – natural and 
man-made, including malicious attacks like 
terrorism and school shootings – highlighting 
the connection between risk events and vul-
nerabilities in worst-case scenarios. The Police 
Intelligence Service (PST) focuses on espionage, 
terrorism and threats to public officials. The 

182  |   National Risk Profile 2016

On the other hand social and also geopolitical 
developments are characterised by a high dynamics over 
time and by latent processes that can ultimately lead to 
an escalation (incident). As a result, the likelihood of the 
related events and scenarios cannot usually be 
expressed as a probability (for example 1% or once per 
10 years) and the assessment has to be based on 
predictability, indications, signals and an expert estimate 
of how observed trends will continue to develop in the 
future. 

The figure below includes the risk diagram which shows 
the results of the various risk categories, expressed in 
scenarios. A larger version of the risk diagram is shown 
in Annex 3.

Interpretation
A number of general observations can be made on the 
basis of the risk diagram. The risk categories which can 
be found on the left-hand side of the diagram have a 
low likelihood. These are 'physical disasters', such as a 
nuclear disaster, a catastrophic flood from the sea, a 
major earthquake (with more than 100 fatalities) and 
chemical accidents. The likelihood of such worst-case 

disasters is extremely low. However, when these 
disasters occur they have an impact on a national scale 
and (very) seriously compromise several national 
security interests. Particularly the types of disasters at 
the top left have major social consequences and lead to 
disruption.

This finding is supported with examples of disasters 
which actually occurred, such as the flood as a 
consequence of the Hurricane Katrina, which battered 
New Orleans and the surrounding area, and the nuclear 
disaster at Fukushima in 2011. In both cases the disaster 
itself was not only disruptive (lot of victims, material 
damage, failure of critical infrastructure and social 
dismay), but so were the consequences over a longer 
period of time: The impact on the economy, the loss of 
confidence in government and official bodies and the 
effects on the life of many victims who are 'away from 
home' for a long time and have to build a new life. 

In the case of both these types of disasters the impact 
was partly determined by cascading effects which 
occurred as a result of the failure of various critical 
infrastructure. The place of the Cascading effects of 

Figure 12.1 Risk diagram including the scenarios which serve as illustrations of the threat-related themes.
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Illustration 1: Dutch National Risk Profile, 2016

http://reports.weforum.org/global-risks-2017/
https://forsvaret.no/fokus
https://www.dsb.no/rapporter-og-evalueringer/national-risk-analysis-2014/
https://www.gov.uk/government/publications/national-risk-register-of-civil-emergencies-2017-edition
https://www.gov.uk/government/publications/national-risk-register-of-civil-emergencies-2017-edition
http://www.rivm.nl/dsresource?objectid=ce7e867e-5044-49a2-a8fd-bb747e7d9a05&type=PDF
https://www.taoiseach.gov.ie/eng/Publications/Publications_2017/National_Risk_Assessment_2017_%E2%80%93_Overview_of_Strategic_Risks.html
http://reports.weforum.org/global-risks-2017/
http://ec.europa.eu/echo/sites/echo-site/files/swd_2017_176_overview_of_risks_2.pdf
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Norwegian National Security Authority (NSM) 
concentrates on espionage, cybercrime and hy-
brid threats, and the Norwegian Intelligence 
Service focuses on espionage, cyber threats, for-
eign aggression, international military crises, nu-
clear weapons and international terrorism.

The Politics of Risk Communication

Given the scientific appearance of risk assess-
ments, there is surprisingly little consensus on 
theory and methodology – and practices vary sig-
nificantly between countries. In the absence of 
purely technical procedures for determining risk, 
national risk assessments combine scientific 
models with expert knowledge. The experts are 
representative of relevant academic disciplines 
and professions. Often, this involves consulta-
tions with relevant public institutions and private 
corporations. In this manner, the outcome of the 
assessments is representative of the predominant 
knowledge and interests of society, giving the as-
sessments an appearance of objectivity. Yet, such 
‘objective’ conceptions of risk are continuously 
changing, reflecting shifts in the values and be-
liefs of societies. This observation may be provoc-
ative to experts of risk analysis, but from a socio-
logical perspective it is highly conventional.

Because of the subjectivity involved in conduct-
ing national risk assessments, the political con-
sequences of their communication go beyond 
the intended effects of informing the public. By 
reflecting the outlook of prevalent institutions 
and experts, risk assessments also reinforce the 
current political order. At an institutional level, 
communicating risks as they are seen by desig-
nated agencies justifies the existing institutional 
landscape. For instance, in Norway the four risk 
assessments mirror the risk management ca-
pacities of the agencies producing them, mak-
ing them seemingly indispensable in Norwegian 
security politics. In terms of the politics of scale, 
the communication of risks as risks to the nation 
also indirectly intervenes into debates on wheth-
er risks should be addressed at sub-national, na-
tional or international/global levels – with seri-
ous consequences for the allocation of resources 
and political influence. In terms of party politics, 
right- and left-wing politicians typically disagree 
on the nature and prevalence of risks like ter-
rorism, immigration, religious fundamental-
ism, poverty and climate change. Even if gov-
ernments do not intervene into the evaluations 
made by public agencies, the independent evalu-
ation by experts grants certain issues exceptional 
status and can be used for political purposes. At 
a more fundamental level, social hierarchies are 

reproduced if the resultant risk communication 
reflects the political outlook of social elites and is 
not representative of the wider population.

Moreover, recent studies indicate that the na-
ture of politics itself can be influenced by the 
proliferation of risk discourse in media and 
political debate. Invoking theories of ‘risk soci-
ety’, ‘securitization’ and ‘resilience’, observers 
claim that the prevention of potential emergen-
cies has become a task for society at large, and 
not only for the military and other designated 
security agencies.3 If this is right, we should 
not only be aware of the unintended effects of 
public risk communication on the existing po-
litical landscape, but also of how this very land-
scape may be transformed by more effective risk 
communication.

To sum up, risk assessment relates to three di-
mensions of political tension:

• between different security priorities, 
including everyday vs. extraordinary events, 
and civil vs. military measures;

• between levels of risk management – local 
vs. national vs. international;

• between security priorities and priorities 
outside the field of security, like concerns of 
social justice.

Ethical questions for policymakers

The political character of risk communication 
confronts state authorities with the following 
ethical questions:

1. Should there be an effort towards enhancing 
the risk perceptions of the public, or should 
risk rather be abandoned as a political focal 
point?

2. If it is not abandoned, should governments 
commit to risk as a politically neutral 
concept, or embrace it as a political tool?

3. If striving for political neutrality, should 
authorities determine risk based on the 
expertise of ‘security professionals’, or 
through a democratic political process?

Risks-trends Interconnections
Map 2017

Global Risks Interconnections
Map 2017

The matrix of top 5 risks from
2007 to 2017

Global Risks Landscape 2017 Global Risks of Highest
Concern for Doing Business
2017

Benchmarking Global Risks to
Businesses 2017

Video Press Releases Blogs and Opinions

Read the Global Risks Report 2017

Create PDF in your applications with the Pdfcrowd HTML to PDF API PDFCROWD

Illustration 2: Global Risk Report of the World Economic Forum - Website presentation
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non-profit peace research institute (estab-
lished in 1959) whose overarching purpose 
is to conduct research on the conditions for 
peaceful relations between states, groups and 
people. The institute is independent, interna-
tional and interdisciplinary, and explores is-
sues related to all facets of peace and conflict.

Kristoffer Lidén is Senior Researcher at 
the Peace Research Institute Oslo (PRIO), 
currently researching the ethics of security, 
peace and humanitarianism.

Email: Kristoffer@prio.org.

THE AUTHOR
DIGICOM studies digitalisation in order 
to better grasp how new forms of risk 
communication affect societal security. It 
explores risk communication in different 
environments, such as authorities, news 
media and social media, as well as in relation 
to specific types of risk events that are of 
relevance for preparedness in Norway and 
beyond.
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• Avoiding recipes or inspiration for mali-
cious attacks: reserve detailed information 
on vulnerabilities or imaginative threats for 
classified internal communication.

• Combining the risk assessments with 
support material for risk management by 
organisations. This would for instance be 
the information point for municipalities 
when making their Risk and Vulnerability 
Assessments (ROS), and for corporations 
when updating their risk management 
strategies.

• Including, as easily accessible background 
material:

• Information on the theoretical, 
methodological and procedural basis of 
the assessments, and on the distribution of 
expertise and responsibilities between the 
involved agencies in managing the risks; 

• statistics on past events within the same 
risk spectrum, facilitating historical 
comparisons of likelihood and effects 
across types of risk;

• statistics that compare the risks 
included in the risk spectrum with the 
total spectrum of risks to individuals – in 
Norway, and in Norway compared to other 
countries.

• Risk assessment process: incorporating 
contestation as well as transparency in the 
methodology. The assessments should 
be made by professionals, but involve 
comprehensive consultations with experts 
and test panels and invite public debate.

• Caveat: National risk assessments are only 
a limited, though vital, part of public risk 
communication.  

Proposition for a National Risk 
Management website in Norway

Based on a review of Norwegian policies of risk 
management, Norwegian policymakers seem to 
answer the three ethical questions listed above 
as follows: (1) public risk awareness should be 
strengthened; (2) the objective of political neutral-
ity should be maintained; and (3) national risk as-
sessments should be expertise-based, rather than 
a reflection of the existing risk perceptions of the 
population. On this basis, Norwegian policymak-
ers should consider the following measures:

• Merging the four national risk assessments 
into one comprehensive and up-to-date 
assessment, presented at a shared national 
risk management website.

• Integrating an explicit early warning 
function, as the assessments would be 
continuously updated.

• Linking each risk to information on its man-
agement. This is already done in the four 
reports, but could be made more concrete on 
a website through hyperlinks.

• Limiting the focus to emergencies, similar 
to the current focus of the four assessments, 
and being explicit about the limitations of 
such a focus. A comprehensive risk assess-
ment that included all risks to society would 
reinforce the unintended political effects of 
risk communication.

• Highlighting the uncertainty of the assess-
ments, along the lines of the Norwegian 
Risk Analysis 2014.

• Including risk scenarios as a separate but 
centrally featuring category. The up-to-date 
assessments and the scenarios are 
complementary.


